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Q1

It is refusing to write on stdout because no –out option was specified, and it cannot print
in a format the terminal can display. This is because it outputs in binary format. A tool
that can be used to print that format is the yafscii tool.
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Q2

The p0f option allows you to match the network traffic characteristics of a host against
signatures of operating systems like their TCP/IP stack implementation. P0f also analyzes the
network traffic passively.

Deep packet inspection analyzes the payload packets rather than just the headers of the
packet. It allows yaf to do a more advanced analysis of the network traffic. Predefined
signatures are compared with traffic payload to help identify the type of traffic that it is.
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App labeling determines the application protocol that is in use to identify traffic in a network flow.
It's a part of deep packet inspection since it analyzes the payload in each packet to determine
the app that generated the examined traffic.

Q3

YAF does its labeling by inspecting network traffic and matches it to application protocols and
signatures associated with those protocols. It has built in signatures for used applications, but
can also use custom signatures or third party signatures.

YAF adds a field to the flow record when it detects an application protocol.

The commands below give us the BGP traffic

The above is what some of the lines for the BGP look like.
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The commands below give us the XMPP traffic

The above is what some of the lines for the xmpp look like.

Q4

I can now see a bigFlows.yaf and a bigFlows.yaf.txt.
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Cat bigFlows.yaf gives gibberish text.



7

Cat bigflows.yaf.txt gives readable text.

In terms of the directionality of flow, we can see that there are tcp, udp, and icmp and the
directionality of where the packets are traveling (source to destination). We can even see some
parenthesis with arrows pointing to both sides, possibly indicating bidirectional flow.

Q5

I used the command above to convert the YAF file into an rwf format.
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We can see the metadata in the image above.

Q6

Rwcut is used to extract and display specific fields from a rwf flow file. –num-rec is referring to
the number of records to be processed from the bigFlows.rwf file which in our case are the first
10 records. The –fields option specifies the fields to display which in our case are the sip
(source ip address), dip (destination ip address), proto (protocol used), sport (source port
number used), dport (destination port number used), and stime (starting time of flow).

We can see in the given image that this is all displayed in a neat looking table.

Q7
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The command is above and it's what we want if we wanted to focus on UDP traffic since the
specified protocol is 17 (number corresponding to the UDP protocol).

A portion of its output is above

Q8
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This rwuniq command is used to count and display the unique values of a specified field in the
silk file. The options that are used were –field=proto which indicates that the protocol field
should be used to count the the unique values (querying by protocol basically),
–values=records,packets,bytes (specifies that the number of records, packets, and bytes should
be the displayed), –sort-output (sorts output in ascending order based on the field values).

Q9

The command filters flows and passes the filtered output to standard output. The only selected
flows are TCP (6) and UDP (17). The pipe then takes that output and puts into the second
command “rwuniq” where with its options, it takes the unique count of source IP addresses and
counts the number of distinct destination ip addresses. The output of that command is then
passed to the sort command which sorts the output in descending order based on the second
and third fields and separates them by the symbol “|”. The second field is the flow count for
every source IP and the third field is the count of destination IPs corresponding to its respective
source IP.
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The above screenshot from the sort man page supports the sorting by field explanation.

Q10

The rwsetbuild tool is a silk data analysis tool used to create IP sets of IP addresses and
subnets. It reads a list if IP addresses and subnets from a file and creates a new set file
containing the IP addresses and subnets listed from a selected text.

The rwsettool is used for the manipulation of IP sets. It can be used if one wants to add or
remove IPs or subnets. It reads from a set file and a list of commands and and performs the
specified action. For example the “add” option takes an IP address as an argument and adds
that IP address.

The rwbagbuild tool is used to make IP bags which are like sets, but stores the instance count
of IP addresses or subnets from a file. It creates and stores them in a bag file.

The rwbagtool manipulates IP bags by adding or removing IP addresses and subnets. It even
has the ability to update their instance count. For example, add [ipaddress] will increment the
instance count for that ip address by 1.

Resources

https://tools.netsa.cert.org/yaf/applabel.html#:~:text=yaf%20can%20examine%20packet%20pay
loads,port%20number%20for%20the%20protocol.

https://tools.netsa.cert.org/p0f/libp0f.html

https://tools.netsa.cert.org/yaf/yafdpi.html

https://tools.netsa.cert.org/yaf/applabel.html#:~:text=yaf%20can%20examine%20packet%20payloads,port%20number%20for%20the%20protocol
https://tools.netsa.cert.org/yaf/applabel.html#:~:text=yaf%20can%20examine%20packet%20payloads,port%20number%20for%20the%20protocol
https://tools.netsa.cert.org/p0f/libp0f.html
https://tools.netsa.cert.org/yaf/yafdpi.html
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https://tools.netsa.cert.org/yaf/applabel.html

https://tools.netsa.cert.org/silk/rwsetbuild.html

https://tools.netsa.cert.org/silk/rwsettool.html

https://tools.netsa.cert.org/silk/rwbagbuild.html

https://tools.netsa.cert.org/silk/rwbagtool.html

https://tools.netsa.cert.org/yaf/applabel.html
https://tools.netsa.cert.org/silk/rwsetbuild.html
https://tools.netsa.cert.org/silk/rwsettool.html
https://tools.netsa.cert.org/silk/rwbagbuild.html
https://tools.netsa.cert.org/silk/rwbagtool.html

